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RALFKAIROS IDENTITY

Lectures in Korea for executive business members at 

KITRI, EU, ECCK, FKCCI, la French Tech

Entry point for addressing security needs, from fraud 

audit to continuous  penetration test, bugbounty, 

remediation, IT security architecture

20+ year experience in high-grade  cyber defence 

for customers

Independent, pure player, 100%  

dedicated to Cyber since 2015 in Korea

Consulting Services in Cybersecurity,  IT 

audit, Forensic investigation,  Compliance 

and training

European trusted certified expertise



RALFKAIROS SER VICES PORTFOLIO

50% Security Training & Lectures

Partnerships

Red Team, Bug bounty, IT Infrastructure

30% Consulting
Risk Management Review  IT 

Security Audit  Forensic

Configuration and deployment

20% CISO Assistance

Cyber maturity review

Incident response report

Project Management



COMMERCIAL OFFERS

I. Penetration Test

II. Training & BootCamp

III. Security Audit



COMMERCIAL OFFERS I. PENETRATION TEST

The Goal To improve information security awareness

To assess risk

To mitigate risk immediately

To reinforce the IS process

To assist in decision making processes

INPUT      = website, api, network architecture etc…

OUTPUT  = vulnerability report, wrap up meeting, remediation actions

<Trying to compromise your digital assets with ethical hackers to identify your vulnerabilities>



COMMERCIAL OFFERS I. PENETRATION TEST

∙ Internal testing

carried out while connected directly or close to the network under test, on either ‘full knowledge’ or ‘zero knowledge’ engagements.

The purpose is to demonstrate that an IT system has been configured in a manner that makes it as secure as possible.

∙ Internet testing

“black box” (zero-knowledge) approach and is often used to understand what target information attackers can discover from the Internet and other public domain

resources.

∙ Remote testing is conducted from external networks to which the IT system is connected.

There is generally some sort of perimeter security, for example, a firewall or filtering router that is designed to limit the access available from a given external

network to the IT system under test.

∙ Web application testing ensures that an application has been configured securely so that attackers cannot gain unauthorized access to it or its data; users

cannot access data for which they are not authorized; and there are no vulnerabilities that users can leverage to gain access to services outside of their

restricted operating environment.



COMMERCIAL OFFERS I. PENETRATION TEST

Information 

Gathering

Vulnerability

Detection
Penetration

Attack/

Privilege

Escalation

Information

Analysis and

Planning

Analysis

and

Reporting
Clean Up

6 to 30 days

Scope to define

International norms for ethical hacking

NDA signed

Scope defined

Generation of the report

Wrap up meeting for findings

Daily communication 

with client’s IT team



COMMERCIAL OFFERS II. TRAINING & BOOTCAMP

A module-based cybersecurity BOOTCAMP with an adapted curriculum suited to your objectives and public

20 Modules, + 300 hours of courses and workshops, transform your workforce into professionals !

11. DIGITAL FORENSICS

12. DATA AND DATABASE SECURITY

13. SECURED NETWORKS SYSTEM WITH FIREWALL

14. ETHICAL HACKING AND ADVANCED CONCEPTS IN 

CYBERSECURITY

15. CRYPTOGRAPHY AND ENCRYPTION

16. INTRODUCTION TO APPLICATION SECURITY

17. ATTACKS ON IDENTITY & PHISHING

18. WEB-BASED APPLICATIONS AND VULNERABILITIES

19. PENETRATION TESTING & OWASP, FUZZING

20. WEB SECURITY, COOKIES AND TRACKING

1. INTRODUCTION TO CYBERSECURITY

2. OS FUNDAMENTALS AND SECURITY

3. REGULATION, COMPLIANCE AND RISK MANAGEMENT

4. INTRODUCTION TO NETWORK SECURITY

5. PACKET INSPECTION AND ATTACK AGAINST AVAILABILITY

6. NETWORK SECURITY IN ETHICAL HACKING

7. NETWORK ACCESS CONTROL, SIEM TOOLS AND ADDITIONAL 

SECURITY MEASURES

8. CRYPTOGRAPHIC KEY MANAGEMENT, PKI, AND DIGITAL 

SIGNATURES

9. IDENTITY ACCESS MANAGEMENT

10. CLOUD APPLICATION SECURITY



I. GENERAL

Topics 1, 13

20 d – 80 h

II. ENCRYPTION / 
DATA

Topics 3, 4, 16

6 d – 24 h

III. LINUX AND 
WINDOWS

Topics 2

18 d – 72 h

IV. NETWORKING

Topics 6,7,8,9,10

13 d – 48 h

V. COMMON 
ATTACKS & 
SECURITY

Topics 5, 11, 12

17 d – 60 h

VI. WEB

Topics 14,15,18

12 d – 40 h

VII. RISK
MANAGEMENT

Topics 20

15 d – 52 h

PRACTICAL SESSION 1
Prepare and roll out company-
wide security audit training

10 d – 40 h

PRACTICAL SESSION 2

Define and drive a Security 
Awareness Campaign

5 d – 20 h

Estimated Duration & Load
116 days and 464 hours

COMMERCIAL OFFERS II. TRAINING & BOOTCAMP



COMMERCIAL OFFERS II. TRAINING & BOOTCAMP

P R E S E N T A T I O N

How to become a cybersecurity 

professional with Live online training ? 

Hundreds of practical exercises extracted from 

real job tasks, virtual labs,  experimental tools, 

practice tests, resources, assessments  and 

certifications upon completing the course.

Purple Hackademy is a platform prepared by RALFKAIROS  

company. We are cybersecurity company, based in Seoul  and 

Paris, providing hands-on, vendor-independent quality  

assurance and consulting cybersecurity services.

http://www.purplehackademy.com/
http://www.purplehackademy.com/


Penetration Tester

Exam

Duration: 5hours

A penetration test, or a pen

test, is a simulated cyber

assault on your computer

system designed to detect

exploitable flaws.

Assess Technical skills,

Problem-Solving skills &

Communication with our test

Ensure that your new

employees can improve your

overall organization’s security

posture

Pentester Path  

Duration: 200hours

To get a better idea of what  

Ethical Hacking is, it is

important to first understand  

what hacking actually is.

Unlike malicious hacking,

where a hacker could cause

harm to your computer

system, this form of hacking

entails the use of computer

programs and resources to

gain unauthorized access into

a computer system by  

exploiting weaknesses or

vulnerabilities.

Chief Information  
Security Officer  

Career Path 

Duration: custom

Upskill

executive

a CISO, or an  

in an organization

who oversees the protection of

information and data. A CISO is

responsible for developing the

vision, strategy, and program

that will protect a company’s

data assets and technologies.

Chief information security

officers can find employment in  

all kinds of organizations,

private

bodies,

firms,

and

including  

governmental  

NGOs.

Contact us

SOC AnalystCareer  

Path

Duration: 170hours

Become a SOC Analyst

(CSA) - a cybersecurity

professional who monitors

and detects potential threats,

triages the alerts and

appropriately escalates them.

A SOC is a service where

you can find Security Event

and Log Analysts (SOC),

Incident Responders

(CSIRT), Threat intelligence

(CERT)

COMMERCIAL OFFERS II. TRAINING & BOOTCAMP



COMMERCIAL OFFERS

Healthcheck report including Action  plan 

Wrap Up meeting and best practices

+ 2h Follow-up meeting after action plan  6 

documents reviewed or provided:

User policy, security policy,  

architecture document template,  

dashboard template,

3rd party contractor,

Compliance certification 1-year delivery

OUTPUT:

SUPPORTED TECHNICAL INSPECTION
Survey 30 Control Points | Action plan | Follow up Training

6h onsite 6h offsite

2h onsite 3h offsite

OUTPUT:

Healthcheck report including  

Action plan

Score based on categories  

Best practices

No follow-up

4 documents provided:  

User policy, security policy,  

architecture document,

template, dashboard template

STARTER TECHNICAL INSPECTION
Survey 25 Control Points | Action plan

No risks assessment  

No policy or no review

IT management without  

strong security

«Oral» incident plan  

Unknown vulnerabilities  

Ransomware or  

compromission threats

STATUS:

INITIAL SITUATION

III. SECURITY AUDIT



COMMERCIAL OFFERS

45 min IT manager

30 min CFO / COO /CEO

45 min visit Cloud infrastructure

30 min interview user

2h30 on site IT & Risk

1h awareness training review
Physical  

Security

30 control points – 5 categories

III. SECURITY AUDIT

Data  

Privacy

Incident  

Management

Monitoring  

Controls

Patch  

Management

Healthcheck report including Action plan – wrap up meeting (1h30)

+ 2h Follow-up meeting after action plan (contre visite)

6 documents provided: user policy, security policy, architecture  

document, template, dashboards template, 3rd party contractor

- Analysis of survey

- Review of existing

- Documentation: architecture,

backup, incident, IT operations,

Clients PII management



COMMERCIAL OFFERS

Setting the stage

Explanation email sent to client

Fine tuning of the survey adapted to the target  

Survey sent to counterparts

List of documents sent to client

Kickoff meeting (optional)

On site IT review

Interviews with IT manager, CFO/CFO/  

COO/CEO

Inspection of Cloud infrastructure  

and other facilities

Clients PII general assessment

User interview (supported inspection only)

Delivery and Wrap-up

Healthcheck report including Action plan  

Wrap-up meeting

Sample documents provided

Follow-up meeting (supported inspection only)  

Awareness training

Survey and  

Documentation Review

Client fill survey

Survey is analyzed

Documentation is received and analyzed  

Additional questions are sent (optional)

III. SECURITY AUDIT



COMMERCIAL OFFER

LIST OF CONTROL  

POINTS

III. SECURITY AUDIT



COMMERCIAL OFFER

DATA AND SYSTEM ACCESS

III. SECURITY AUDIT



COMMERCIAL OFFER

Technical Inspection approach: Survey & Healthcheck report

25 control points survey 30 control points healthcheck report & findings

III. SECURITY AUDIT



COMMERCIAL OFFERS

Get v-CISO

Serious Awareness  

Training

Prepare and roll out  

company-wide security  

traning - 10 days

TBD, Other Initiatives

Wi-Fi and network  

security upgrades

Inventory and Data

Classification
Get CASB

20 days 10 days

8 Sep 2021

1 Sep 

2021

15 Oct 2021

Nov 2021

Nov 2021

10 days

Extensive AWS & G suite audit  

Maturity Security Dashboard

Address all information  

security issues - 2 days a week

Achieve Level 3
Partially Adequate

Needs some Improvements
6 months

6-MONTH CYBERSECURITY  

ACTION PLAN



CertificationsREFERENCES

19

BANKING

OEM

EDUCATION

STARTUPS

MARKETING

INSTITUTIONS

OTHER

Linkedin Community

30,000 followers

https://www.bnpparibascardif.com/en
https://www.3i.ai/
https://www.securelink.co.kr/
https://www.adriel.com/
https://www.deepblock.net/
https://www.solbridge.ac.kr/
https://www.kitribob.kr/
https://www.mazars.com/
https://www.skuniv.ac.kr/221152
https://qryde.com/
https://securcles.com/
https://ecck.or.kr/
https://www.fkcci.com/
https://www.linkedin.com/in/julienprovenzano/


CONFERENCES AND LECTURES

2020

2020

Data Privacy

in Korea

Strenghtening your 

cybersecurity:  Lessons 

learned in Korea 2019

Cybersecurity posture 

Pre-Post-COVID-19

Cybersecurity -

Switzerland

2017

2020
2019

2020Cyber exam

20212021

2021 & 2023 2022

FICCA – cyber asian 

congress

By RALFKAIROS Hong Kong to Korea

What is Cybersecurity 

in South Korea ?

2022

http://www.ficca.asia/
https://www.polandbusinessweek.kr/en/webinar


CONFERENCES AND LECTURES 2023

https://www.meitystartuphub.in/g20-dia/
https://www.skuniv.ac.kr/221152
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Thank you 
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